
Learn how you can provide 
effective assistance to 

identity theft victims in your 
community 



National Identity Theft Victims 
Assistance Networks Project 

 Funding: U.S. Dept. of Justice, Office of Justice 
Programs, Office for Victims of Crime (OVC).  
Cooperative agreement between OVC & Maryland 
Crime Victims’ Resource Center (MCVRC).  

 The existing victim support network is limited in 
infrastructure, coordination, & training to assist 
ID theft victims.  

 By creating a national network of 10 coalitions, 
project seeks to build field’s capacity, help 
provide a coordinated response to problem, 
improve outreach & capacity of programs to 
better address ID theft victims’ rights & needs. 
 

Presenter
Presentation Notes
The funding for this project comes from fees and penalties paid by convicted criminals into the OVC fund.  



Idaho Coalition Against Identity 
Theft 

 Idaho Legal Aid was 
one of the 10 groups 
awarded a grant under 
the National Project 

 The Idaho Coalition:  
Serving victims in our 
communities. 
 Focus is seniors and 

“near seniors” age 50+  

 Why the Coalition was 
formed: 
 Identity theft is a growing 

problem in Idaho. 
 Seniors are often 

particularly vulnerable to 
identity theft. 

 Victims in Idaho are not 
currently being served in 
a coordinated fashion   

 

Presenter
Presentation Notes
As a grant awardee, ILAS was tasked with creating an Idaho Coalition that will in turn develop procedures, materials, and trainings to assist victims of identity theft in our state.  That is how the Idaho Coalition Against Identity Theft came into being.  2) ICAIT is a statewide Coalition of Idaho agencies, nonprofits, businesses, and community members interested in improving services and outcomes for victims of identity theft in our state. Current membership includes law enforcement, attorneys, elder advocates, financial institutions, and consumer advocates.  We are always looking for new members who can add their experience, expertise, and insight to help our Coalition be as effective and meaningful as possible!  We especially are looking to add more law enforcement, victims, and victim advocate voices to our Coalition meetings.
3) Why? In 2010, the Consumer Sentinel Network received 729 identity theft reports from Idaho; double the reports from 2002.  Seniors are often victims of interfamilial and caregiver identity theft and face unique challenges such as reluctance to file police reports or lack of access to online FTC resources.  Victims often require access to police reports, assistance with filing paperwork, assistance with clearing up their credit and dealing with creditors, assistance with the unique problems created due to medical and criminal identity theft, and they need appropriate referrals and information from the very first agency or group they contact.  



Contact Info 

To find out more about the Idaho Coalition 
Against Identity Theft (ICAIT) contact 

 Sunrise Ayers at 
sunriseayers@idaholegalaid.org or    

208-345-0106, ext. 1511 
facebook.com/idahocoalitionagainstidtheft  

To find out more about the national network 
of Coalitions, visit:  

www.identitytheftnetwork.org  





 The use or attempt to use personal 
information of another person to commit 
fraud. 

  Defined in the Fair Credit Reporting Act 
(FCRA): 
 “Identifying information” is any name or 

number that may be used, alone or in 
conjunction with any other information, to 
identify a specific person . . .  

Presenter
Presentation Notes
Under federal law, identity theft occurs when someone uses or attempts to use the sensitive personal information of another person to commit fraud.

 The Fair Credit Reporting Act (FCRA) defines identity theft as “a fraud committed or attempted using the identifying information of another person without authority.” “Identifying information” is “any name or number that may be used, alone or in conjunction with any other information, to identify a specific person . . . ” Fair Credit Reporting Act, Pub.L. 108-159, sec 111, 15 U.S.C. § 1681a; 16 C.F.R §603.2. 

Name and/or Address
Date of birth
Social Security number
Driver's license number
Checking and savings accounts
Credit or debit card numbers
Personal identification numbers (PIN)
Electronic identification codes
Automated or electronic signatures
Biometric data
Fingerprints
Passwords
Parent's legal surname prior to marriage





 §18-3126: It is unlawful for any person to 
obtain or record personal identifying 
information of another person without the 
authorization of that person, with the intent 
that the information be used to obtain, or 
attempt to obtain, credit, money, goods or 
services without the consent of that person. 

Presenter
Presentation Notes
“Personal identifying information” means the name, address, telephone number, driver’s license
number, Social Security number, place of employment, employee identification number,
mother’s maiden name, checking account number, savings account number, financial transaction
card number, or personal identification code of an individual person, or any other numbers that
can be used to access a person’s financial resources.
Statute: §18-3122

Violations are a felony, punishable by up to five years in prison and/or a fine of up to $50,000, if
the retail value of the goods obtained or attempted to be obtained exceeds $300. If the value is
under $300, a violation is a misdemeanor, punishable by up to one year in county jail and/or a
fine up to $1000.
Statute: §18-3128

TITLE 28 COMMERCIAL TRANSACTIONS
�CHAPTER 51 IDENTITY THEFT




The most common form of identity theft 
involves the fraudulent use of a victim’s 
personal info for financial gain.  

1. the use of the victim’s existing credit, 
bank or other accounts; or  

2. the opening of new accounts in the 
victim’s name.  
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Presentation Notes
There are two main types of such financial frauds: 1) the use of the victim’s existing credit, bank, or other accounts; or 2) the opening of new accounts in the victim’s name. Many times victims experience both. 

According to FTC , about 75% of victims report that the thief misused only their existing accounts.
Credit card accounts are the most commonly misused existing account. 
Done by skimming, theft of the cards, etc. 

25% of victims report that thief opened new accounts or committed other types of fraud with the personal info.
Phone accounts, usually wireless: most common type of new account opened by identity thieves. 
Thieves also open or raid bank accounts, internet payment accounts, & auto, personal, student loan accounts.
Thief is using personal info of victim to create a new account (may even assume  victim’s identity to do so).






 Criminal Identity Theft 
 Medical Identity Theft 
 Governmental Fraud 
 IRS tax fraud 
 SSA 
 Dept. of Social Services  

 Synthetic Identity Theft 
 ID Theft Assumption   
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Criminal Identity Theft: Criminal identity theft occurs when someone uses the victim’s name and information as his own during an investigation, issuance of a ticket, or arrest by law enforcement. This may lead to the issuance of warrants or the entrance of guilty pleas in the victim’s name. 

Medical Identity Theft: In cases of medical identity theft, thieves use a victim’s name, and possibly insurance information to obtain medical services or goods. The victim is then saddled with proving she is not responsible for costly medical bills, or may find that the 
thief has exhausted the victim’s insurance coverage. Even worse, medical identity theft can have serious health consequences if the thief’s real or fictitious medical information is added to the victim’s medical records. 

Governmental Fraud 
An imposter uses identity data of another person 
supplies such data as part of an interaction with governmental agencies and databases.

Synthetic Identity Theft: Each of the types of identity theft listed above involves the thief impersonating the victim to obtain benefits. In some cases the thief does not steal the victim’s entire identity, but rather uses only the victim’s Social Security number, in combination with another person’s name and birth date, to create a new, fictitious identity. As a result, the victim may experience problems when the new identity tracks back to the victim’s credit or tax records. Because this type of fraud may not be reflected on a consumer’s credit report, it may not be discovered by the victim until many years later. 

ID Theft Assumption: The impersonation of another person on the Internet with the “intent to obtain a benefit or injure or defraud another.” 
Federal Laws 
Not specifically criminalized under federal law
State laws 
Only 2 states have laws against internet impersonation:
CA
NY
However, recently NJ court broadly defined state ID theft law to include internet impersonation with the intent to harm the victim







Elderly  
Homeless  
Battered Women  
Children 
Military 

Presenter
Presentation Notes
Elderly and ID Theft:
While older adults are not the exclusive targets of identity theft, they can be especially susceptible to victimization. There are a number of reasons older adults can be more vulnerable. Older adults may be less aware of the risks of identity theft inherent in the use of the internet and credit cards. Their Medicare information may also be used to make fraudulent claims or to obtain medical care for other individuals. The impact of ID theft can be devastating for older adult victims who are unable to restore stolen funds through employment. Older people are often fearful of stepping forward when they discover they have been victimized because of the fear of being labeled incompetent. One of the goals of the ID Theft Coalition is to destigmatize victimization for older adults so that they can get the help they deserve and recover what has been taken from them.

 According to the Federal Trade Commission (FTC), identity theft against the elderly accounts for as much as 10% of all identity theft cases. One big reason, of course, is money. According to one report, people over the age of 50 control more than 70 percent of the nation's household wealth. That gives identity thieves reason enough to target them.

Homeless and ID Theft: This is a particularly vulnerable population for misuse of personal information because many victims wont even be aware that there information is being used for fraudulent purposes (getting government benefits, jobs, etc.). This makes this population susceptible to scams that target them for giving up their personal identifying information. 

Battered Women and ID Theft: Identity theft is present in situations of domestic abuse. In a 2004 survey of identity theft victims, 15% reported that they were also victims of domestic harassment and abuse from the perpetrator.  Identity theft is a form of economic abuse. Domestic violence is sometimes accompanied by economic abuse, such as controlling access to wealth or destruction of property. Identity theft can be lucrative to the abuser and have a long lasting and debilitating impact on the victim. Identity theft can also be used for surveillance. By impersonating someone entitled to have access to personal information, an abuser or someone hired by the abuser can gain more personal information on the victim. The common example is the pretexting of telephone records. Identity theft can be a form of stalking. Pretexting can be used for more than just surveillance. A pretexter is able to gain full access to accounts, and can do more than just reach telephone records. Thus a pretexter has the ability to cancel accounts, harassing their victim with cancelled electric, gas, and credit card accounts.

Identity Theft and Children: Child Identity Theft occurs when a child’s identity is used by another person for the imposter’s personal gain. The perpetrator may be a family member or someone known by the family. It could also be a stranger who purposely targets children because of the lengthy time between the theft of the information and the discovery of the crime. 

Military and ID Theft: Unfortunately, identity thieves may use personal information to open new accounts while soldiers are deployed. However, an active duty alert, businesses must verify the identity before issuing credit in that name. This makes it harder for identity thieves to use  the information. Active duty alerts last for one year, unless requested that the alert be removed sooner. 






1. Denial of credit  
2. Increased rates and financial 

charges 
3. Loss of employment 
4. Inability to get a job 
5. Bankruptcy 
6. Arrest 
7. Loss of money associated with 

repairs 
8. Missed opportunities (housing, 

employment, education) 
 



 Recovering victims spent an average of 
$1,870 in out-of-pocket costs. 
 

 Over 3 million experienced issues such as: 
 

▪having utilities cut off 
▪being arrested 
▪ finding erroneous claims on their health 

records 
▪having child support garnished for kids they 

never had 
▪being harassed by collection agencies 

Presenter
Presentation Notes
(Langton, L. & Planty, M. (2010). Bureau of Justice Statistics Special Report, National Crime Victim Victimization Survey Supplement, Victims of Identity Theft 2008. Washington, D.C.: U.S. Department of Justice, Office of Justice Programs, Bureau of Justice Statistics. Through http://bjs.ojp.usdoj.gov/index.cfm?ty=tp&tid=42. 




53% of victims feel moderate to severe distress from the 
identity theft 

▪ Why did this happen to me? 
▪ The police don’t care 
▪ Anger/Frustration 
▪ Vulnerable/Violated 
▪ Helpless/Stressed 
▪ Depressed 
▪ Suicidal 

For the National Crime Victimization Survey (NCVS), the definition of identity theft includes three general types of incidents: 
 unauthorized use or attempted use of existing credit cards  
 unauthorized use or attempted use of other existing accounts, such as checking accounts  
 misuse of personal information to obtain new accounts or loans, or to commit other crimes.  

Presenter
Presentation Notes
Langton, L. & Planty, M. (2010). Bureau of Justice Statistics Special Report, National Crime Victim Victimization Survey Supplement, Victims of Identity Theft 2008. Washington, D.C.: U.S. Department of Justice, Office of Justice Programs, Bureau of Justice Statistics. Through http://bjs.ojp.usdoj.gov/index.cfm?ty=tp&tid=42.






1. Contacting Companies/Close 
Accounts  

2. Contacting Credit Reporting Agencies 
(CRAs) 

3. Filing  a Complaint with the FTC 

4. Filing a Police Report 
 

Presenter
Presentation Notes


Theses common four steps should be given t victims to start the recovery process of account related id theft. 



Advise victim to:  
 Contact fraud dept. - not customer service 
 Instruct company to immediately close or freeze 

accounts fraudulently opened/used 
 Send written dispute including ID Theft Affidavit – 

police report should not be required 
 Request closure letter from company describing 

results of their actions 
 Request ID theft-related documents 
 Ask where to send dispute & document request  

Presenter
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Close Compromised accounts immediately. Call every company where an account has
been tampered or opened fraudulently. Review your credit reports for additional fraudulent
accounts. Close them where necessary.
Call and speak with someone in the security or fraud department of each company. Follow
up in writing, and include copies (NOT originals) of supporting documents. IT’S
IMPORTANT TO NOTIFY CREDIT CARD COMPANIES AND BANKS IN WRITING.
Send your letters by certified mail, return receipt requested, so you can document what the
company received and when. Keep a file of your correspondence and enclosures.
Request that each fraudulently used account be closed and removed from your credit report.
You should also request a copy of all applications or business transaction records relating to
your identity theft; the Fair Credit Reporting Act allows you to receive this information.
Your letter must include the following:
1. Proof of your identity such as a copy of your driver’s license;
2. Copy of your identity theft report from police or The Federal Trade Commission
(FTC) and/or an executed Identity Theft Affidavit,
3. List of each fraudulent item on your credit report.
If you follow this procedure, the credit reporting companies MUST remove fraudulent
accounts from your credit report within 4 days unless they perform an investigation that
proves the accounts to be yours, and creditors must send you copies of their records
regarding accounts and transactions that are the result of identity theft. Follow this
procedure for every account or transaction that is not yours. Send your letters (samples
provided) by certified mail, return receipt requested and keep a copy.
We also recommend sending a business records affidavit along with your letters because
records accompanied by a business records affidavit are admissible in court. This means
that the state’s attorney may not have to bring a live witness to court to use the records if
the person who misused your identity is arrested and brought to trial.




Placing an Initial Fraud Alerts on Credit Reports 
 Signals potential creditors that someone else is using 

consumer’s identity 
 Only have to contact one of the 3 CRAs 
 Last 90 Days  
 Creditor must take additional steps to confirm the 

applicant’s identity before issuing new credit, raising 
limit, etc. 

 Entitles victim to free credit report when requested  
 

Presenter
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Fraud Alert signals potential creditors that someone else is using consumer’s identity
Only have to contact one of the 3 CRAs
Creditor must take additional steps to confirm the applicant’s identity before issuing new credit, raising limit, etc.
Entitles victim to free credit report: request fraud alert free credit report – not sent automatically

Don’t Confuse Fraud Alert Free Credit Report with “Free Annual” Credit Reports
“Free Annual” right applies to all consumers, not just victims
All 3 major CRAs are required to provide consumers with a free copy of their credit report every 12 months
Centralized web site, toll free number
Annualcreditreport.com
1-877-322-8228
Victims can use strategically to extend monitoring over 12 month period
MUST PROVIDE PERSONAL INFORMATION







 FTC hotline phone counselors & web-based consumer 
guidance to help victims recover 

 File an ID Theft Complaint with FTC:     
  

 
www.ftc.gov/idtheft 

 877-438-4338 or TTY: 866-653-4261 
 Filing with FTC does not substitute for a report to 

criminal law enforcement. FTC does not take 
enforcement actions on behalf of individuals. 
 

Remember: Victims need ID Theft Report for Blocking 
Info = FTC ID Theft Complaint + Police Report 

Presenter
Presentation Notes
ID Theft Complaint Form: �The FTC is the federal clearinghouse for identity theft complaints. The complaints we receive from victims are available to other federal, state and local law enforcement officials nationwide. The standardized printed ID Theft Complaint can be used in conjunction with a police report to create an Identity Theft Report that will help victims recover more quickly. �Specifically, an Identity Theft Report can be used to permanently block fraudulent information from appearing on your credit report and also make sure that these debts do not reappear on your credit report. An Identity Theft Report can prevent a company from continuing to collect debts that result from identity theft, or selling them to others for collection. It’s also needed to place an extended fraud alert on your credit report.

www.ftc.gov/idtheft


1. Request an appointment for in-person report 
filing 

2. Take along completed FTC ID Theft 
Complaint  

3. Request copy of Official Police Report: Officer 
may attach ID Theft Affidavit to police report, 
or department’s own police report’s details 
may suffice the goal is to get an Identity 
Theft Report 

Presenter
Presentation Notes

File a police report. Contact the police in the jurisdiction where you live and file a report. You
need to obtain a physical copy of this police report, NOT JUST A CASE NUMBER. This is a
critical document required to clear your name. If you have a complaint report from the FTC,
offer to provide a copy to the officer.



 Must be requested with each CRA. 
 The consumer reporting agency is not allowed to charge any fees to 

victims of identity theft for placing, removing or temporarily lifting a 
security freeze on a credit report.  

 To prove you are a victim, you must also send a valid copy of a police 
report, investigative report, or a complaint to a law enforcement 
agency about unlawful use of your personal information by another 
person. (ID Theft Report). 

 Starting September 1, 2008, consumer reporting agencies must 
temporarily lift a security freeze under reasonable circumstances 
within fifteen (15) minutes if the request is sent using the electronic 
method selected by the agency and is made between 6:00 am and 
9:30 pm Mountain time.  

 There is a fee for lost pin numbers ($6) 

Presenter
Presentation Notes
Idaho has a  CREDIT REPORT PROTECTION ACT found in 
TITLE 28 COMMERCIAL TRANSACTIONS
CHAPTER 52

Idaho (security freeze rights established by state law)
Eligibility: All consumers.�Fees: No fees for identity theft victims with police reports. All others pay a $6 fee to place the freeze, lift it temporarily, or remove it altogether. $6 PIN replacement fee.�Effective date of law: July 1, 2008�Permanent freeze remains until removal requested by consumer.

A security freeze stops most access to your credit reporting file until you temporarily lift the freeze or you remove it. The freeze should prevent new account identity theft, because most businesses will not open credit accounts without first checking a consumer’s credit history. If your credit files are frozen, even someone who has your name and Social Security number probably will not be able to open new credit accounts in your name. 
In order to get a security freeze, you must contact each consumer reporting agency separately. Unless you are a victim of identity theft, you’ll have to pay fees to each consumer reporting agency of $6 for each placing or temporary lifting of a security freeze. 
Each consumer reporting agency to whom you make a request must place the freeze no later than three (3) business days after receiving your request. 
Within five (5) business days from placing the freeze on your account, each consumer reporting agency from whom you requested a security freeze must send you a confirmation letter containing a unique PIN (personal identification number) or password. Keep this PIN or password in a safe place. 







 Start here: 
www.idaholegalaid.org/IdentityTheftPortal 

 Can view articles, links to helpful resources, 
or access the forms by clicking on Dealing 
with Identity Theft 

 3 Forms available 
 

http://www.idaholegalaid.org/IdentityTheftPortal


 Assists the client with drafting a letter to 
creditors to dispute billing errors caused by 
identity theft. 

 Takes 15-30 minutes 
 Also gives information on other steps the 

victim should consider taking 
 5-6 questions 
 Need invoice/billing #’s and dates of the 

erroneous charges 



 Assists the client with responding to a 
company or law firm that is a debt collector 
to stop collection on a debt that is a result of 
identity theft. 

 Takes 15-30 minutes to complete 
 5 questions plus an opportunity to write a 

paragraph describing why you believe this is a 
mistake and not your bill. 



 Assists the client with drafting a letter to one 
of the credit bureau agencies to request 
removal from a credit report items/entries 
that were the result of identity theft. 

 Takes 15-30 minutes to complete 
 5 questions (more if you have more than one 

error to report) 
 Can save or print the letters 
 Gives instructions of where to send it and any 

supporting documentation you should send 



 http://www.idaholegalaid.org  
 Identity Theft Assistance Portal (look for the 

hand!) 
 Dealing with Identity Theft 
 scroll down on the first page; or 
 Click on Links and it is the top link 
 

http://www.idaholegalaid.org/


Questions? 

 This presentation is supported by Grant No. # 2010-VF-GX-K030 
awarded by the Office for Victims of Crime, (OVC), Office of Justice 
Programs. Points of view in this presentation and accompanying 
documents are those of the author and do not necessarily represent 
the official position or policies of the U.S. Department of Justice. 
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